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Chapter 9 Traffic Control 
 

Traffic control is used to limit communication speed in the LAN and WAN. Up 

to 20 entries can be supported with the capability for at most 254 PCs' 

speed control, including for IP address range configuration. 

 

 

 

� Traffic Control: Select the checkbox to enable the internal IP bandwidth 

control. 

� Interface: To limit the uploading and downloading bandwidth in WAN port. 

� Service: To select the controlled service type, such as HTTP service. 

� IP Starting Address: The first IP address for traffic control. 

� IP Ending Address: The last IP address for traffic control. 

� Uploading/Downloading: To specify the traffic heading way for the 

selected IP addresses: uploading or downloading. 

� Bandwidth: To specify the uploading/downloading Min. /Max. Traffic speed 

(KB/s), which can not exceed the WAN speed. 

� Apply: Select the checkbox to enable the current editing rule.  

� Add: After edit the rule, click the Add button to add the current rule to rule 

list. 

 

Note: It is allowed to delete or modify the previous rules in the list table. 
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Chapter 10 URL Monitor 
 

This feature is used to record user’s Internet activity, so in terms of this feature, 

the administrator can check out and control what they can do and have done.  

 

 

 

�  Enable URL Monitor: After checking this feature, the Router will record 

LAN computer’s URL information, including the visiting Website, your LAN 

IP address and the time. The Router can record up to 500 entries. If the 

record is more than 500 entries, the counter will clean all records and 

restart the URL record again. If the Router is powered off and restarts the 

device, the records will be also lost. The default setting is disabled.  

� Enable Email: To enable this feature, the URL records will be sent to 

specified e-mail, which can be solved the problem that the records will be 

lost when it is over 500 entries. 

� Receive E-mail Address: Input the received E-mail’s address here. For 

example: email@123.com 

� SMTP Server Address: Input the SMTP server address here. If you are not 

clear what your SMTP server’s address is, you can find them from Help page 

of the registered e-mail. For example: smtp.123.com, etc. 

� Send Email Address: Input the sending email address here. 

� User Name: Input the sending e-mail’s user name. 

� Email Password: Input the sending e-mail’s password. 

� Time Triggering Interval: To set sending e-mail’s time interval. The time 

ranges from 30 to 1440 minutes. For example: if you input 30 here, it 

means the Router will send a email from “Send Email Address” to “Receive 

Email Address” in every 30 minutes. And then the device will clean all 

records and start the recording again. 
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� Entry Triggering Interval: To set sending e-mail’s entry interval. The 

entry ranges from 100 to 500. For example: if you input 100 here, it means 

the Router will send a email from “Send Email Address” to “Receive Email 

Address” in every 100 entries. And then the device will clean all records and 

start the recording again. 
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Chapter 11 Security Settings 
 

Client Filter  

 

To benefit your further management to the computers in the LAN, you can 

control some ports access to Internet by data packet filter function. 

 

 

 

� Client Filtering Settings: Select the checkbox to enable client filter.  

� Access Policy: Select one number from the drop-down menu.    

� Enable: Select the checkbox to enable the access policy.  

� Delete the Policy: Click Clear button to clear all settings for the policy. 

� Filtering Mode: Select one button to enable or disable to access the 

Internet. 

� Policy Name: Enter a name for the access policy selected.   

� Start/End IP: Enter the starting/ending IP address. 

� Port: Enter the port range over the protocol for access policy. 

� Type: Select one protocol (TCP/UDP/Both) from drop-down menu. 

� Times: Select the time range of client filter.  

� Days: Select the day(s) to run the access policy. 
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URL Filter  

 

If you want to prevent computers in local network from accessing certain 

website (like pornography, violence, or anything you want to block), you can 

use this function to stop computers in local network from accessing the site you 

defined here. 

 

 

 

� URL Filtering Setting: Select the checkbox to enable URL filter. 

� Access Policy: Select one number from the drop-down menu. 

� Enable: Select the checkbox to enable the access policy. 

� Delete the Policy: Click Clear button to clear all settings for the policy. 

� Filtering Mode: Select one button to enable or disable to access the 

Internet. 

� Policy Name: Enter a name for the access policy selected. 

� Start/End IP: Enter the starting/ending IP address. 

� DNS: Input the string or keyword which is contained in URL. If any part of the 

URL contains these strings or words, the web page will not be accessible 

and display. 

� Times: Select the time range of client filter. 

� Days: Select the day(s) to run the access policy. 
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MAC Filter  

 

 

 

� MAC Filtering Settings: Select the checkbox to enable MAC address filter. 

� Access Policy: Select one number from the drop-down menu. 

� Enable: Select the checkbox to enable the access policy. 

� Delete the Policy: Click Clear button to clear all settings for the policy. 

� Filtering Mode: Select one button to enable or disable to access the 

Internet. 

� Policy Name: Enter a name for the access policy selected. 

� MAC Address: Enter the MAC address you want to run the access policy. 

� Times: Select the time range of client filter. 

� Days: Select the day(s) to run the access policy. 

 

 

Prevent Network Attack  

 

This function is to protect the internal network from exotic attack such as SYN 

Flooding attack, Smurf attack, LAND attack, etc. Once detecting the unknown 

attack, ZSR4154WE will restrict its bandwidth automatically. 

 

 

 

� Prevent Network Attack: Select the checkbox to enable it. 
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Remote Web Management 

 

This function is to allow the network administrator to manage ZSR4154WE 

remotely. If you want to access ZSR4154WE from outside the local network, 

please select the Enable. 

 

 

 

� Enable: Select the checkbox to enable remote web management. 

� Port: The management port open to outside access. Default value is 80. 

� WAN IP Address: Specify the range of the WAN IP address for remote 

management. 

 

 

WAN Ping 

 

The ping test is to check the status of your internet connection. When disabling 

the test, the system will ignore the ping test from WAN. 

 

 

 

� Disable the Ping for WAN: Select the checkbox to enable it. 
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Chapter 12 Routing Settings 
 

Routing Table 

 

The main duty for ZSR4154WE is to look for a best path for every data frame, 

and transfer this data frame to destination. So, it’s essential for ZSR4154WE to 

choose the best path. In order to finish this function, many transferring paths 

are saved in ZSR4154WE for choosing when needed. 
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Chapter 13 System Tools 
 

Time Settings 

 

This function is to select the time zone for your location. If you turn off 

ZSR4154WE, the time settings will disappear. However, ZSR4154WE will 

automatically obtain the GMT time again once it access to the Internet. 

 

 

 

� Time Zone: Select your time zone from the drop-down menu. 

� Customized time: Select the checkbox and input the time you customize. 

 

 

DDNS 

 

DDNS (Dynamic Domain Name System) is to assign a fixed host and domain 

name to a dynamic Internet IP address, which is used to monitor hosting 

website, FTP server and so on behind ZSR4154WE. If you want to activate this 

function, please select Enable and a DDNS service provider to sign up. 
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� DDNS: Select one button to enable or disable the DDNS service. 

� Service Provider: Select one from the drop-down menu and press Sign 

up for registration.  

� User Name: Enter the same user name as the registration name. 

� Password: Enter the password you set. 

� Domain Name: Enter the domain name which is optional. 

 

 

Backup/Restore 

 

 

 

� Backup: Click to back up ZSR4154WE’s configurations. 

� Browse: Click to browse the path where you want to save files. 

� Restore: Click to restore ZSR4154WE’s configurations. 

 

 

Firmware Upgrade 

 

 

 

� Browse: Click to browse the path to the upgraded firmware files. 

� Upgrade: Click to start upgrade. 
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IMPORTANT: Do not power off the system during the firmware upgrade to avoid 

damaging. ZSR4154WE will reboot automatically after the upgrade. 

 

Restore to Factory Default Settings 

 

 

 

� Restore to Factory Default Settings: Click to restore to default settings.  

 

Factory Default Settings: 

User Name: admin 

Password: admin 

IP Address: 192.168.0.1 

Subnet Mask: 255.255.255.0 

 

NOTE: After restoring to default settings, please reboot ZSR4154WE so the settings 

will take effect. 

 

 

Reboot 

 

 

 

� Reboot the router: Click to reboot ZSR4154WE. 
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Change Password 

 

The new password should be less than 14 characters. 

 

 

� User Name: Enter a new user name. 

� Old Password: Enter the old password. 

� New Password: Enter a new password. 

� Re-enter to Confirm: Re-enter to confirm the new password.    
 

NOTE: It is highly recommended to change the password to secure your network and 

ZSR4154WE. 

 

 

System Log 

 

If the log is over 150 records, it will clear them automatically. 

 

 

� Refresh: Click to update the log. 

� Clear: Click to clear the current shown log. 
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Appendix 1: Product Features & Specifications 
 

Features:  

 

� Integrates router, wireless access point, four-port switch and firewall in one 

� Complies with IEEE802.11n, IEEE802.11b and IEEE802.11g standards 

� MIMO technology utilizes reflection signal to increase eight times 

transmission distance of original                             

� 802.11g standard and reduces the "dead spots" in the wireless coverage 

area 

� Provides 150Mbps receiving rate and 150Mbps sending rate 

� Supports WMM for Multimedia Applications with Quality of Service in Wi-Fi® 

Networks 

� Supports 64/128-bit WEP, WPA, WPA2 encryption methods and 802.1x 

security authentication standards 

� WPS (Wi-Fi Protected Setup) simplify the security setup and management 

of Wi-Fi networks. 

� Supports remote/local Web management   

� Supports wireless Roaming technology and ensures high-efficient wireless 

connections  

� Supports wireless SSID stealth mode and MAC address access control 

� Supports Auto MDI/MDIX 

� Provides system log to record the status of the router 

� Supports MAC address filtering, NAT, NAPT  

� Supports UPnP and DDNS 

� Supports DHCP server/client 

� Supports SNTP 

� Supports virtual server and DMZ host 

� Supports auto wireless channel selection  

� Supports WDS function (wireless distribution system) 

� Supports QoS function 
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Specifications: 

 

Standards IEEE 802.11n (Draft 4.0), IEEE 802.11g, IEEE 802.11b 

standards 
OS Windows 2000, XP, Vista; Linux 

User interface Easy to use user configuration software 

Transmit distance 
Indoor up to 100m ; Outdoor up to 400m 

(limited to environment) 

roaming 
Support multipoint auto roaming and configuration;  

Support wireless network environments auto detect. 

LED LAN 1-4/WAN/WLAN/WPS/SYS/POWER 

Antenna type One detachable antenna 

Frequency range 2.4GHz ~ 2.4835GHZ 

Radio data rate 

11n: 150/130/117/104/78/52/39/26/13Mbps 

      65/58.5/52/39/26/19.5/13/6.5Mbps 

11g: 54/48/36/24/18/12/9/6Mbps 

11b: 11/5.5/2/1Mbps 

Modulation OFDM, CCK, BPSK, QPSK 

Spectrum Spread Technology DSSS 

Transmit output power 

11n 20MHz/40MHz: -65dBm 

54Mbps: -72dBm 

11Mbps: -88dBm 

Antenna Gain 3dBi 

Power 9V 1A 

Max. Consumption 6W 

Flash  4M Bytes 

System Memory 32M Bytes 

MAC Address Entry 1K 

Channels 11 Channels (USA, Canada) ; 13 Channels (Europe) 

Media Access Protocol WMM 

Data security WPA/WPA2; 64/128-bit WEP; TKIP/AES 

Operation Temp. 0ºC ~ 40ºC 

Storage Temp. -20ºC ~ 70ºC 

Operation Humidity 10%~90% RH no condensing 

Operation Humidity 5%~90% RH no condensing 

Dimension (L x W x H) 160mm x 102mm x 33mm 

Weight 205g 
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Appendix 2: Troubleshooting 
 

Q1. I Can not login to the Web interface of ZSR4154WE after entering 

the IP address in the address field？？？？ 

 

Step 1: check ZSR4154WE if it works well. Once the device is powered on for a 

few seconds, the SYS indicator on the panel will be turned on. If it is not, 

please contact us. 

Step 2: check the network cable if it is work and the corresponding indicator is 

“Always ON”. Sometimes, the indicator is “Always ON”, but it does not 

mean it gets through.  

Step 3: Run “Ping” command and check if it can ping ZSR4154WE’s LAN IP 

address 192.168.0.1. If it is OK, please make sure your browser does 

not access the Internet by proxy server. If the ping fails, you can press 

the “RESET” button for 7 seconds to restore to default settings. And 

then repeat the ping operation. If it still does not work, please contact 

us. 

 

 

Q2. I forget the login password and can not enter the setting page. 

What can I do? 

 

Press the “RESET” button for 7 seconds to restore ZSR4154WE to default 

settings. 

 

 

Q3. The computer connected with ZSR4154WE shows IP address 

conflict. What can I do? 

 

Check if there are other DHCP servers in the LAN. If there have, disable them. 

The default IP address of ZSR4154WE is 192.168.0.1 and please maker sure 

the address is not occupied by other devices. If there are two computers with 

the same IP addresses, please modify one. 

 

 

Q4. I can not use E-mail and access the Internet. What can I do? 

 

It happens in ADSL connection and Dynamic IP users. And you need modify the 

default MTU value (1492). Please in the “WAN Setting” modify the MTU value 

with the recommended value as 1450 or 1400. 
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Q5. How to configure and access the Internet via Dynamic IP? 

 

In Setup Wizard of the Web utility interface, select “Dynamic IP” connection 

type and click “Save” to activate it. As some ISPs bind the user computer’s MAC 

address, you need to clone ZSR4154WE’s WAN MAC address to the binding PC’s 

MAC address. Select “MAC Address Clone” in “Advanced Setting” to input your 

computer’s MAC address and click “Apply” to activate it. 

 

 

Q6. How to share my computer’s source with other users in Internet? 

 

If you want Internet users to access the internal server via ZSR4154WE such as 

e-mail server, Web, FTP, you can configure the “Virtual Server” to come true. 

Step 1: create your internal server, make sure the LAN users can access these 

servers and know related service port. For example, Web server’s port 

is 80; FTP is 21; SMTP is 25 and POP3 is 110. 

Step 2: in the Router’s web click “Virtual Server” and select “Single Port 

Forwarding”. 

Step 3: input the external service port given by the Router, for example, 80. 

Step 4: input the internal Web service port, for example, 80. 

Step 5: Input the internal server’s IP address. If your Web server’s IP address is 

192.168.0.10, please input it. 

Step 6: select the communication protocol used by your internal host: TCP, UDP, 

ICMP. 

Step 7: click “Apply” to activate the settings. 

 

 

Q7. How to connect Xbox360 and PlayStation to ZSR4134WE? 

 

You must obtain a Static IP address from your ISP.  Follow the instruction in the 

CD ROM filename Xbox360.pdf and setup your game console properly.  After 

you have successfully configured your game console, you have to open ports 

from the ZSR4154WE to allow two way communications.  For more information 

on port forwarding instruction, please refer this user manual to Chapter 8. 
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The following table has listed the well-known application and service port:  

 

Server Protocol Service Port 

WEB Server TCP 80 

FTP Server TCP 21 

Telnet TCP 23 

NetMeeting TCP 1503、1720 

MSN Messenger TCP/UDP 

File 

Send:6891-6900(TCP) 

Voice:1863 、

6901(TCP) 

Voice:1863 、

5190(UDP) 

PPTP VPN TCP 1723 

Iphone5.0 TCP 22555 

SMTP TCP 25 

POP3 TCP 110 

 


